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Networks (1/2)

France Telecom, BT...

-Typical Public Network Configuration-
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Rotter LI_‘IT

... -Three Sites Cor porate Networ k- ,..

DESS TIM 2006/2007




£ | Atos @ Need for Standardized Network
| Origin Management

Network Operators

Users/Customers . g  Network
+ End-to-end Availability i T”CfﬁaS'IHG_ 'Zle of Networks
+ Flexibility ecnnologica

Heterogeneity
+ Multivendor Environment
+ Evolutivity of Networks

+ Quality of Service

There is a need for managing automatically the target
networks thanks to recognized standards (i.e., planning,
organizing, monitoring, accounting and controlling
resources and activities).
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| Atos @ Management Functional Areas
| Origin What — Which - When

O Fault Management : Detection, isolation, correction of abnormal
operation in the target network

O Configuration Management : Initialization and further
reconfiguration of networks and/or network elements

O Performance Management : Control effectiveness of
communication activities at various levels of concerns

O Accounting Management : Enables to charge for the usage of
the network resources

O Security Management : Protection of the target network integrity
(including the management system itself)

DESS TIM 2006/2007



B | AtOos @ What Can be Managed ?
| Origin What — Which - When

O Network Elements
O Network (seen as awhole logica entity)
O Services (as provided to the users/customers)

O Business Activities and Policies
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| { Atos-@ TimeFrame of Management Activities
Origin What — Which - When

O Short Term : Alarms management
O Mean Term : Monthly Billing

O Long Term: Planning of future network evolution
based on statistics and simulation
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B | Atos, @ Management Activities

Origin
Fault Config. Performance | Accounting| Security
Business * Planning * Pricing
» Ordering
Service e Inventory * Q0S Mgt.  Billing * Authenti-
 Traffic cation
Mgt.
Networ k « Performance « Network
Monitoring Integrity
o A
Mlgatrm and « Charging
. TI’OI..J’b|e L Analysis
Network - « Activation
Tickets, |, Reconfi-
Element -« Tests guration

DESS TIM 2006/2007



g | AtOs @
Origin

Outline

O A Network Management Definition
2= O The SNMP History

O Key Management Concepts

O SNMP Information Modeling

O SNMP Protocol

O Security Features

DESS TIM 2006/2007



Origin

O Proprietary :

O CMIP (0SI):

O SNMP (TCP/IP):

O I|EEE:

Approaches for Implementing
Network Management

- e.g., IBM Netview (early versions)

- Manages any type of network
- Functionally rich
- Complex (==> Expensive)

- For TCP/IP based networks
- Functionally limited
- Simple, cheap and widespread

- For LAN and MAN management
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Internet/SNMP Standardisation

Process

- SNMP Standardised by the Internet Community

| nternet Society

I nternet
Architecture Board
(IAB)

| nternet Engineering
Steering Group (IESG)

| nternet
Engineering Task
Force (IETF)

- Process : Fast, Open, Experimental

- Free Availability of Standards (RFCs)

| nternet Research
Task Force
(IRTF)
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SNMP “Components”

O MIB ( Management Information Base )
Database where ‘manageable’ objects are defined.

O swmi ( Structure of Management Information )
Information that explain “How to write/define a MIB”

O Protocol
How to exchange information
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Origin SNMP Development History

Diver gent
SNMP v2
“MIB 2/II” Standards
(RFC 1213)
SNMP v3
Standards ?
SNMP v2
Standards

| | | | |
1989/ 1990 1991/ 1992 1993 1996 1998 TODAY
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RFC 1155

4 WANTeRR" _
Origin

(SMI)

R

A A A

-C 1157
-C 1212
-C 1213

-C 1227

SNMP V1 RFC References

Structure of management information

SNMP protocol
Concise MIB definitions
MIB-II

SMUX
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‘ Origin Managers and Agents

Managing
Equipment

Manager
Function

Standardized
Networ k

M anagement
| nterfaces

Agent
Function

Managed Equipments :
Routers, Hosts, Bridges,
Servers, ...

(i.e., Network Elements)

Resources
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Atos Y@ Resources, Managed Objects, MIB
\ Origin (1/5)

How do we Model the Management Information ?

Network Management World «Real» World

- -

N -

M anager Agent
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Atos Y@ Resources, Managed Objects, MIB
Origin (2/5)

How do we Model the Management Information ?

Network Management World «Real» World

-

M anager Agent

=N

| Resources
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Atos Y@ Resources, Managed Objects, MIB
Origin (3/5)

How do we Model the Management Information ?

Network Management World ) «Real» World
M anager Agent
Set of L
Objects —|_ L
| nstances 4 '
®) | Resources
o ©O
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s | AtOs Y@ Resources, Managed Objects, MIB

Origin

(4/5)

How do we Model the Management Information ?

Network Management World

«Real» World

-

M anager

Agent

\OperationS

R

Set of
Objects
| nstances

=N

| Resources
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| Atos @ Resources, Managed Objects, MIB
* 1 Origin (5/5)

How do we Model the Management Information ?

Network Management World «Real» World

-

M anager Agent

/77N '

I \\OperathnS Set of B
® ‘\ Objects —|_ L

( @ - _ | nstances 4 '

| Image @ > O | Resources

\  of the ’ O
o MmiB o0 ©
\\____/ O O
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B\ Atos® Structure of Management Information
Origin (1/2)

O How do we Define the Objects Types ?
e Subset of the ASN.1 Notation
o Specific ASN.1 Types Defined for Describing
Objects Types
o Simple or Tabular Object Types
* Access Rights

© How do we Identify Unambiguously Each Object
Type ?
 International Registration Scheme
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| Atos@  Structure of Management Information
'" Ol"lgll’l (2/2)

O How Managers Name Each Object Instance they Want
to Access ?

» Access to the Target Network Equipment Agent
Thanks to its Network Address

 |dentification of the Type of the Required Object
Instance (Simple Type)

 ldentification of the Type and the Instance Index for
the Required Object Instance (Tabular Type)
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Management Information Bases (1/3)

O MIB-II
defines a minimal object subset that:

 may be common to all equipments
« adapted to routers administration

e encourage the development of private MIBs
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Management Information Bases (2/3)

Apprx. 170 Object Types / 10 Groups of Objects Types

e System

* [nterfaces
 Address Translation
e |P

e ICMP

e TCP

e UDP

e EGP

e Transmission

e SNMP
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Management Information Bases (3/3)

O Interface Specific MIBs (Under Transmission)
o Ethernet
 Token-Ring
« FDDI
e Modem...

O RMON MIB

O Private MIBs
e To be User Defined
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Centra MIB

Origin

Manager process
SNMP
UDP

P

Physical protocol

SNMP and IP

Agent process
SNMP
UDP

P
Physical protocol

M=

Agent MIB

| nternetwork
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Origin SNMP Protocol

O Objective : Support the Manager-Agent
Asymetric Dialog About the Status of
Object Instances in the MIB.
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Ag)rsi;% SNMP v1 Protocol

M anager Agent M anager Agent
Get Request PDU Get NextRequest PDU
Get Response PDU Get Response PDU
M anager Agent M anager Agent
SetRequest PDU

\ Trap PDU

—

A—

Get Response PDU
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SNMPv2 =SNMP vl +

- New ServicesPDUs
- Security

- Manager to Manager
Communication

- Synchronisation of
Manager s

SNMP v2 Protocol

M anager Agent
Get Bulk Request PDU

\

Get Bulk Response PDU

M anager M anager
|nform Request PDU

\

|nform Response PDU
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Origin Security Aspects of SNMP

O Communities
 Defined locally by each Agent as :
(Community Name, Access Rights on local
. MIB Object Instances)

e Provide Basic Authentication Scheme
* Access Right Control to MIB objects

O Data Encryption Mechanisms (SNMP v2)
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SNMP vl
Structure of Management
Information
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Origin

Definition and Goals (1/2)

O The SMI provides a standardised way for defining a MIB
O defining the structure of a particular MIB
O defining the managed objects (syntax and value)

O encoding object values

O The SMI avoids complex data types:
O to simplify the task of implementation
O to enhance interoperability

the MIB can store only scalars and two-dimensional arrays of
scalars
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Definition and Goals (2/2)

O A subset of the ASN.1 notation is used to describe the
managed objects as well as the entire MIB structure

O The SMI is specified in RFC 1155
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Origin Overview
M anager
Agent 1 Agent n
w @
® w @D ® m
@ W T~ |nstances — —
\ Set of Objects (MIB) N\
managed by Agent 1

Set of Objects (M1B)

managed by Agent n
— -/
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Origin The Internet Naming Hierarchy

© Naming of the managed objects is based on a tree
structure

O The leaves represent the managed objects

O The intermediate nodes allow to group the objects into
logical sets

root
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Objects Identification

O Each node is identified by a numerical identifier

O Each object is named by the sequence of the identifiers
from the root to the object

Theobject identifier Is:
1.2.4.12.3

)

v
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Origin Object Identification (Textual Form)

O A name (string) can be associated to each node

O A name is unique in the context of its "parents”

1 Root

Two waysto named the object :
1.5.7 or Root.System.Router

3 8 2 7/ Router -
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Origin Internet Registration Hierarchy Example
root
ccitt(0) Iso(1) joint-iso-ccitt(2)
org(3)
The number of input dod(6)
datagramsis always
Identified as internet(1)

1.36.1.2.1.4.3 %\

directory(1) mgmt(2) experimental(3) private(4)

mib(1) enterprises(l)

. ip@4) ... tcp® ... L
_— T

.. IpInReceives(3) ...
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Origin

Objects Types

O A restricted subset of ASN.1 is used to describe objects
types

O Two ASN.1 classes are used :

O Universal Types (Application Independent)

O Application-Wide Types :
- Defined in the context of a particular application

- Each application, including SNMP, is responsible for
defining its own application-wide data types
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Origin Universal Types

O The following data types are permitted :

O Integer (ex. :5,-10)

o Octet string (ex. : protocol)

o Null (object with no value
associated)

o Object identifier (ex.:1.3.6.1.2)

O And the constructor type (used to build tables) :

o Sequence, Sequence-of
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Origin Application-Wide Types

O RFC 1155 defines the following application-wide
data types :

o Network address, IP address :

Internet 32-bit address

O Counter :

Non-negative integer (can be incremented but
not decremented)
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Origin Application-Wide Types

O Gauge:
Non-negative integer that may increase or decrease

o Timeticks:

Non-negative integer counting thetimein
hundredths of second

O Opague:

Arbitrary datatransmitted in the form of an octet
string
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4 WANTeRR" _
Origin

Outline

O Definition and Goals of the Structure of
Management Information (SMI)
& O MIB Structure
O The Internet Naming Hierarchy
O Objects Types
&= O Simple/Tabular Objects
O Instances Identification

O MIB Syntax
O The Abstract Syntax Notation One (ASN.1)
O Objects Definition
o Tables Definition
o Traps Definition

DESS TIM 2006/2007



| Atos @

Origin Simple/Tabular Objects (1/2)

The SMI supports two forms of objects : Simple or
Tabular

O Simple Objects :

© Object with a unigue instance within the agent.

O |ts type is one of the following : integer, octet string,
null, object identifier, network address, IP address,
counter, gauge, time ticks or opaque.
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Simple Object Example

mib(1)

ip(4) Theiplnreceives object has oneinstance

IpInRecelves(3)
453201
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Origin Simple/Tabular Objects (2/2)

O Tabular Objects :

O Two-dimensional table containing zero or more rows.

O Each row is made of one or more simple objects
(components).

O One or more components are used as indexes to
unambiguously identifying the rows

O The definition of tables is based on ASN.1 types
"Sequence" and "Sequence-of "ASN.1 type.
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Tabular Object Example

mib2(1.3.6.1.2.1) * Thetableisindexed by iflndex.

torf 5 eEach row isan instance of theiflndex,
nterfaces(2)  itphysAddress and ifAdminStatus objects

IfTable(2)
IfEntry(1)
Ifindex(1) ifPhysAddress(6) ifAdminStatus(7)
1 00:00:39:20:04 1 (up) row 1
2 08:00:56:16:11 3 (testing) row 2

3 00:00:b4:02:33 2 (down) row 3

DESS TIM 2006/2007



4 WANTeRR" _
Origin

Outline

O Definition and Goals of the Structure of
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Origin Instance ldentification of Simple Objects

‘ | nstance identifier = Object identifier + 0 I

mib(1)

’ Object | nstance identifier

Ip(4) ipl nReceives mib.4.3.0
|

IpInRecelves(3)
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Origin Instance ldentification of Table Objects

| nstance identifier =

Object identifier.indexlvalue. ... .indexn value

mib2(1.3.6.1.2.1)

Interfaces(2) Col | Object | nstance identifier
ifTable(2) = | ifindex
IfEntry(1) _ if.2.1.6
e 2 | ifPhysAddress 516
1f.2.1.6

ifindex(1) IfPhysAddress(6) IfAdminStatus(7)

=

N

H
NININ [IS]Io
CONEFL|OON =

1 | 00:00:39:20:04 1 (up) 3 | ifAdminStatus i1.2.1.7
2 | 08:00:56:16:11 3 (testing) 1f.2.1.7
8 00:00:b4:02:33 2 (down)
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How to Define MIB Objects

How can we define objects to include them in the MIB ?

v

Abstract Syntax Notation 1 (ASN.1)
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Origin What is ASN.1 ?

O ASN.1 has been standardized by CCITT (X.208) and
1SO (ISO 8824)

O ASN.lis aformal language used to define e.g.,
upper layer protocols

O ltis used to define:
O the abstract syntaxes of application data

O the structure of application and presentation PDUs

O the MIBs for both SNMP and OSI system
management
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Origin ASN.1 Data Types ( for SNMP )

SNMP uses two categories of types :

O Simpletypes: these are atomic types, with no component

O Structured types : a structured type has components
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Origin Simple Types

O Simpletypes are defined by specifying the set of

Its values:
Tag Type name Set of values
1 BOOLEAN true/false
2 INTEGER Integers
3 BIT STRING sequence of 0 or more bits
4 OCTET STRING sequence of O or mor e octets
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Structured Types (Seguence)

O Seguences are used to define an ordered list of

data types :
atTable ::= SEQUENCE OF AtEntry < ordered, variable number
of elements, all from the
sametype
AtEntry ::= SEQUENCE { - ordered list of data types
atl ndex INTEGER,
atPhysAddress OCTET STRING,
atNetAddress Networ KAddress
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ASN.1 Macro Definitions

O The ASN.1 macro notation allows the user to extend
the syntax of ASN.1 to define new types and their
values

O The OBJECT-TYPE macro defines the model of
SNMP MIB objects

© The MIB objects are instances of this type

© The OBJECT-TYPE macro was initially defined in
RFC 1155 (MIB-I) and later expanded in RFC 1212
(MIB-II)
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OBJECT-TYPE MACRO ::=BEGIN
TYPE NOTATION ::= «<SYNTAX» type (ObjectSyntax)
«ACCESS» Access
«STATUS» Status
DescrPart ReferPart
IndexPart DefValPart
VALUE NOTATION ::=value (ObjectName)

Access ;.= «read-only» | «read-write» | «write-only» | «not-accessible»
Status ::= «mandatory» | «optional» | «obsolete» | «deprecated»
DescrPart ::= «DESCRIPTION» value (DisplayString) | empty
ReferPart ::= «<REFERENCE» value (DisplayString) | empty
IndexPart ::= «l NDEX» «{« value (ObjectName), ... «}» | empty

DefValPart ::= «DEFVAL» «{« value (ObjectSyntax) «}» | empty
END
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A e in Key Components (1/4)

O SYNTAX (INTEGER, OCTET STRING, OBJECT IDENTIFIER
L)

the type of an instance of the object

O ACCESS (read-only, read-write, write-only, not-
accessible) :

the way in which an instance of the object must be
accessed viaSNMP
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A e in Key Components (2/4)

O STATUS:
Indicates if the implementation is required for this object

O 0 0 ©

mandatory : The agents must implement the object
optional : The implementation by the agents is optional
obsolete : The agents need no longer implement the object

deprecated : The object must be supported, but it will most
likely be removed from the next version of the MIB
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* | Origin Key Components (3/4)

O DESCRIPTION :
a textual description of the object

O REFERENCE

a textual cross-reference to an object
defined in some other MIB module
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A e in Key Components (4/4)

O [INDEX (used in defining table definition ):

the INDEX clause determines which object
value(s) will unambiguously distinguish one row
In the table

O DEFVAL :

defines the default value that may be used when
an object instance is created
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Origin OBJECT-TYPE Instance Example

rs232InSgName OBJECT-TYPE
SYNTAX INTEGER { rts(1), cts(2), dsr(3) }
ACCESS read-only
STATUS mandatory
DESCRIPTION «ldentification of a hardware signal»
REFERENCE «EIA Standard RS-232»
.:={ rs232InSigEntry 2 }
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Orig;in Tables Definition

O Atableis defined using the SEQUENCE OF clause :
Table OBJECT-TYPE
SYNTAX SEQUENCE OF <Entry>
ACCESS ...

O A row is defined using the SEQUENCE clause :
Entry ::= SEQUENCE { <Columnl_Descriptor> <Typel>,
< Column2_Descriptor> <Type2>, ...}

<ColumnN_Descriptor> is the name of the Nth columnar object of the
table

<TypeN> is the type of the columnar object
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O I_i;*ﬁ Tables Definition Example (1/2)

ifTable OBJECT-TYPE
SYNTAX SEQUENCE OF IfEntry mib2(1.3.6.1.2.1)
ACCESS not-accessible |
STATUS mandatory

= 1 rieaees 2] Interfaces(2)
IfEntry OBJECT-TYPE .
SYNTAX IfEntry TTable(2)
ACCESS not-accessible _
STATUS mandatory IfEntry(1)
INDEX {ifindex} e
={ IfTablel} ifindex(1) ifPhysAddress(6) ifAdminStatus(7)
IfEntry ::= SEQUENCE { 02090
o INTEGER. 1 | 00:00:39:20:04 1 (up)
s 2 08:00:56:16:11 3 (testing)
IfPhysAddress PhysAddress,

ifAdminSatus INTEGER 8 | 00:00:b4:02:33 2 (down)

}
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O I_i;*ﬁ Tables Definition Example (2/2)

ifindex OBJECT-TY PE |
SYNTAX INTEGER mib2(1.3.6.1.2.1)

ACCESS read-only |

STATUS mandatory interfaces(2)
c={IifEntry 1}
ifPhysAddress OBJECT-TY PE ifTable(2)
SYNTAX PhysAddress
ACCESS read-only IfEntry(1)
STATUS mandatory e
={ IfEntry 6 } | | | |
Ifindex(1) ifPhysAddress(6) ifAdminStatus(7)
IfAdminSatus OBJECT-TYPE 1 00:00:39:20:04 1 (up)
SYNTAX INTEGER .
ACCESS read-write 2 | 08:00:56:16:11 3 (testing)
STATUS mandatory 3 00:00:b4:02:33 2 (down)
c={ IfEntry 7}
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O Definition and Goals of the Structure of Management
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O MIB Structure
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Origin Traps Definition

O Traps are unacknowledged messages used by
agents to notify events to managers

O The TRAP-TYPE macro defines the model of SNMP
traps (RFC 1215)
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“ Origin The TRAP-TYPE Macro

ObjectName ::= OBJECT IDENTIFIER
DisplayString ::= OCTET STRING

TRAP-TYPE MACRO ::=BEGIN
TYPE NOTATION ::= «kENTERPRISE» value (OBJECT IDENTIFIER)
VarPart DescrPart ReferPart
VALUE NOTATION ::=value (INTEGER)

VarPart ::= «WARIABLES» «{» VarType, VarType, ... «}» | empty
VarType ;.= value (ObjectName)
DescrPart ::= «DESCRIPTION» value (DisplayString) | empty
Status ::= «<REFERENCE» value (DisplayString) | empty

END
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TRAP-TYPE Key Components (1/2)

O ENTERPRISE : identification of the management

© VARIABLES:

enterprise that generates the trap

ordered sequence of MIB objects
identifiers contained within every
trap message
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3 Origin TRAP-TYPE Key Components (2/2)

O DESCRIPTION : a textual description of the trap

O REFERENCE : atextual cross-reference to an
object or trap defined in some
other MIB module
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Oriqin TRAP-TYPE Value

© The value required in TRAP-TYPE macro is the
Specific code

O Iltindicates more specifically the nature of the
problem and is defined by the management
enterprise

O Some traps are predefined in RFC 1215 :
coldStart, warmStart,
linkDown, linkUp,
authenticationFailure,
egpNeighborLoss

DESS TIM 2006/2007



Bl Aos.@
| Origin TRAP-TYPE Instance Example

atos OBJECT IDENTIFIER ::={ enterprises 3629 }

myLinkDown TRAP-TYPE
ENTERPRI SE atos
VARIABLES {ifIndex }
DESCRIPTION «Failure of a communication link»

=2

DESS TIM 2006/2007



P\ Atos @
Origin

SNMP V1 :
Protocol Description
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Origin

SNMP Architecture

. SNMP is designed to run on the top of the
User Datagram Protocol

@7

Centra MIB

Manager process
SNMP
UDP
P
Physical protocol

Agent process
SNMP
UDP
P
Physical protocol

4@

Agent MIB

| nternetwork
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Origin Connectionless Protocol

O Because it uses UDP, SNMP is a connectionless protocol

O No guarantee that the management traffic is received at the
other entity

O Advantages:
o reduced overhead
O protocol simplicity

O Drawbacks :

© connection-oriented operations must be built into upper-
layer applications, if reliability and accountability are
needed
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Origin SNMP Operations

O SNMP provides three simple operations :
- GET :

Enables the management station to retrieve object values from a
managed station

- SET :

Enables the management station to set object values in a managed
station

- TRAP :

Enables a managed station to notify the management station of
significant events

O SNMP allows multiple accesses with a single operation

O Adding and deleting object instances (e.g. in tables) is not
normalized by RFC : it is an agent-specific implementation
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O Get Request :

Used to obtain object values from an agent

O Get-Next Request :

Similar to the Get Request, except it permits the retrieving of
the next object instance (in lexicographical order) in the MIB
tree

O Set Request :

Used to change object values at an agent

O Response:

Responds to the Get Request, Get-Next Request and Set
Request PDUs

O Trap :

Enables an agent to report an event to the management station
(no response from the manager entity)

SNMP Protocol Data Units
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SNMP PDUs Direction

Origin
Get Request "
Get-Next Request |
Set Request "
Manager ,
( Response
Trap

A

Agent
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Origin The Get Request

Used to obtain object instance values from an agent

Manager Agent

private (4)

\ enterprises (1)
/ atos (3629)

myObject (1)
12
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Origin The Get Next Request

Used to obtain the value of the next object instance from an agent

Manager Agent

private (4)

\ enterprises (1)

atos (3629)
/\

myObject (1) myString (2)
12 «link>»
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Origin The Set Request

Used to changethe value of an object instance within an agent

Manager Agent

private (4)

\ enterprises (1)
/ atos (3629)

myObject (1)
5
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Origin The Trap Notification

Used by agentsto report eventsto managers

Manager Agent

private (4)
enterprises (1)
[

/ atos (3629)

myObject (1)
12
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Multiple Requests

The Get, Get Next and Set Requests may contain several
objectstoretrieve or to set

M anager Agent

Set Request (Obl =V1, Ob2 =V?2)

\

—

Response (Obl =V1, Ob2 =V2)
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A(ts); ;fr‘l Atomic Requests (1/2)

The multiple Get, Get Next and Set Requests are atomic :
either all of thevaluesareretrieved/updated or noneis

M anager Agent

Casel:
/ therequest isperformed

Response (Obl =V1, Ob2 =V2)
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B Aws®  omic Requests (212

M anager Agent

Get Request (Obl, Ob2)

Oblisnot implemented,

/ therequest isnot performed

Response (error = noSuchName)
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Origin SNMP Port Numbers (1/2)

By convention, the UDP port numbers used for SNMP are :
161 (Requests) and 162 (Traps)

Manager behaviour :
O listens for agent traps on local port 162
O sends requests to port 161 of remote agent

Agent behaviour :
O listens for manager requests on local port 161
O sends traps to port 162 of remote manager
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SNMP Port Numbers (2/2)

161

Origin
Get Request
Request
sending port ) Get Response
Manager
. ( Trap

Response
sending port

Agent

Trap sending

port
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Origin Loss of PDUs

The actions to be taken are not normalised -> common-sense
actions

O In case of Get and Get-Next requests :
- The manager can repeat the request one or more times

- No problem with duplicate messages because of the
request-id

O In case of Set requests :

- The manager can test the object with a Get to determine
whether the Set was performed

O In case of Traps :

- The manager should periodically poll the agent for
relevant problems
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SNMP Overall Message Format

All SNMP PDUs are built in the same way

Version

Community

SNMP V1 PDU

SNM P version

A

\

(SNMP V1isversion 0)

Community name

A

PDU-type dependant
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Origin Community Name

O Local concept, defined at each agent

O SNMP community = set of SNMP managers allowed to
access to this agent

O Each community is defined using a unigue (within the
agent) name

O Each manager must indicate the name of the community it
belongs in all get and set operations

DESS TIM 2006/2007



A%ilﬁ Overall Message ASN.1 Definition
RFC1157-SNMP DEFINITIONS ::= BEGIN
IMPORTS ObjectName, ObjectSyntax, ... FROM RFC1155-SM;

Message ::= SEQUENCE {

Version
version INTEGER,

community OCTET STRING, Community

data ANY SNMP PDU

DESS TIM 2006/2007



Atos @ Get, Get-Next and Set Format

Origin
Version | Community SNMP PDU
PDU type | Requestid | O 0 Variable Binding List

A

Request identifier No error index

assigned by the

M anager
°DU type Noerror status  List of object instances whose values are
Set Request : O requested (Get and Get-Next Reguests)
?Et'NEXt Request : 1 List of object instances and corresponding
Set Request : 3 valuesto set (Set Request)
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| Atos @ Get, Get Next and Set ASN.1

Origin Definitions
PDUs ::= CHOICE { get-request GetRequest-PDU,
get-next-request GetNextRequest-PDU,
response Response-PDU,
set-request SetRequest-PDU,
trap Trap-PDU}
GetRequest-PDU :=[0] IMPLICITE PDU
GetNextRequest-PDU ::=[1] IMPLICITE PDU Request id
Response-PDU :=[2] IMPLICITE PDU
SetRequest-PDU =[3] IMPLICIT 0
PDU ::= SEQUENCE {
request-id INTEGER, 0
error-status INTEGER, :
error-index INTEGER, Bl\r/ldalnnagb:_elst

variable-binding VarBindList }
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Origin Variable Binding List

O Goal : group a number of operations of the same type
(get, set, trap) into a single message

O The operation is named a multiple operation

O Advantage : reduce the communication burden of network
management

O The Variable Binding field contains the object instances
(all PDUs) and the associated values (set and trap only)
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The Variable Binding List Format

PDU type| Requestid| O | 0| VariableBinding List

name 1 value 1 name n valuen

VarBind ::= SEQUENCE {
name ObjectName,
value ObjectSyntax }
VarBindList ::= SEQUENCE OF VarBind

DESS TIM 2006/2007



4 WANTeRR" _
Origin

The Response Format

Version | Community SNMP PDU

PDU type | Request id | Error status | Error index| Variable Binding List

A A A
Request identifier of If error, indicatethe index
the corresponding of theinstancein theligt
request PDU that caused theerror
°DU type |ndicate that an error occured List of object instances
Response: 2 while processing the request : whose values are requested

noError, tooBig, badValue,
readOnly and genErr
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The Trap Format

Version | Community

SNMP PDU

—_—
—_—
-_—
-_—
—
—
—
—
—
—
—
—
—
—
—
—_—
—_—
—_—
—_—
—_—
—_—
—_—
—_—
—_—
—

—_—
—_—
—_—

PDU type | Enterprise | agent-addr | generic | specific| timestamp| Binding List

A T
System generating the
trap (sysObjectI D of

system group) or value
defined inthe M IB

PDU type Agent |P address

Trap: 4

!

| nfor mation
about the nature
of the event

A

\

T A
Time elapsed between the
last initialization of the
agent and the generation

of thetrap (sysUpTime)

Additional infor mation

Information about ~ &Pout the event

enter prise specific (implementation

event

specific)
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The Generic and Specific Fields (1)

The Generic field may take on one of the following values :

O coldStart (0) -

An unexpected reinitialization occurs within the agent, due to a crash or
major fault

O warmsStart (1) :
A minor fault occurs within the agent
O linkDown (2) :

A failure occurs in one of the agent communication links; the variable
binding area contains the name and value of the affected interface

O linkUp (3) :
One of the agent communication links has come up; the variable
binding area contains the name and value of the affected interface
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Origin The Generic and Specific Fields (2)

© authenticationFailure (4) :

The agent has received a protocol message that it cannot
authenticate properly

O egpNeighborLoss (5):

An EGP (External Gateway Protocol) neighbor has been
declared down; the variable binding area contains the name
and value of the egpNeighAddr of the neighbor

O enterpriseSpecific (6) :

Some enterprise-specific event has occured; the Specific field
iIndicates the type of event
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PDUs::= CHOICE { get-request GetRequest-PDU,

trap Trap-PDU}
Trap-PDU ::=[4] IMPLICIT SEQUENCE {

enterprise OBJECT IDENTIFIER,

agent-addr NetworkAddress,
generic-trap INTEGER {

coldStart (0),

enterpriseSpecific (6) },
specific-trap INTEGER,
time-stamp TimeTicks,
variable-bindings VarBindList }

& | ALos @ The Trap ASN.1 Definition

Enterprise

agent-addr

generic

specific

timestamp

Variable
Binding List
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Trap Example

Trap Enterprise  agent-addr generic specific timestamp

4 1.3.6.1.4.1.20.1 {132.18.54.21| 3 0 22759400

IpInReceives.O 956340

Binding List

| P address of the sending agent : 132.18.54.21

e Object concerned by thetrap : 1.3.6.1.4.1.20.1 (private M1B)
» Problem type : a communication link has been reinitialised
 Indication : the number of received | P paquetsis 956340

 Last reinitialisation of the agent : 6 hoursago
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; Origin Get Request Operation

The Get Request operation accesses only to instances of leaf objects

mib2(1.3.6.1.2.1)
|

interfaces(2) GetRequest (ifPhysAddress.2)
IfTable(2) ‘
ifEntry(1) Response (ifPhysAddress.2 =

T 08:00:56:16:11)

ifindex(1) ifPhysAddress(6) ifAdminStatus(7)

1 00:00:39:20:04 1 (up)

2 08:00:56:16:11 3 (testing)

8 00:00:b4:02:33 2 (down)
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Origin Get Request in Tabular Objects

The Get Request operation only allowstheretrieval of leaf objects

Consequence: it isnot possibleto retrieve
- an entire row of atable (by referencing the entry object)
- an entire table (by referencing the table object)

Solution : retrieve an entirerow by including each object instance of
thetablein the Variable Binding field
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: Origin Get Request Example

mib2(1.3.6.1.2.1)

|
nterfaces(2) To get the second row

ifTable(2) '

IfEntry(1)

e GetRequest (iflndex.2,

ifindex(1) ifPhysAddress(6) ifAdminstatus(7)  i1fPhysAddress.2, ifAdminStatus.2)

1 00:00:39:20:04 1 (up)

2 08:00:56:16:11 3 (testing)

8 00:00:b4:02:33 2 (down)
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Origin Get Request Error Status

Error Situations Error Status | Error Index
An object of the Variable Binding :
field does not match any object noSuchName |nd§>b<_ g:tthe
leaf inthe MIB tree )
The size of the resulting Get
Response PDU exceeds the local tooBig _
limitation
Other reason genErr Index of the

obj ect
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Origin GetNext Reguest Operation

The Get Next Request has three advantages,
compaired to Get :

O Allows the retrieving of unknown objects

O More efficient way to retrieve a set of object values when
some are not implemented by the agent

O Allows the retrieving of an entire table, without knowing its
content

DESS TIM 2006/2007



AtOS_ "1
Origin

Retrieving Unknown Objects

No requirement that the supplied identifier
represents an object instance

mib2(1.?|>.6.1.2.l) The Get Next operation can be used to discover
_ the MIB structure
Interfaces(2)
GetNextRequest
ifTable(2) (interfaces)
IfEntry(1)
— T Response (ifIndex.1 = 1)
ifindex(1) ifPhysAddress(6) ifAdminStatus(7)
1 | 00:00:39:20:04 1 (up) The manager |learns that the first
> | 08:00:56:16:11 | 3 (testing) supported object in the interfaces

8 | 00:00:b4:02:33 2 (down) sub-tree is iflndex
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Retrieving a Set of Objects (1/2)

Origin
milb(l)
udp(7)
Y

udpinDatagrams(1) udpNoPorts(2) udplnErrors(3) udpOutDatagrams(4)

43258 433 5021 76320

If udpNoPortsis not implemented in the agent MIB

GetReguest (udplnDatagrams.0, udpNoPorts.0,
udplnErrors.0, udpOutDatagrams.0)

'

Response (hoSuchName)
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Retrieving a Set of Objects (2/2)

Origin
milb(l)
udp(7)
Y

udpinDatagrams(1) udpNoPorts(2) udplnErrors(3) udpOutDatagrams(4)

43258 433 5021 76320

If udpNoPortsis not implemented in the agent MIB

GetNextReguest (udplnDatagrams, udpNoPorts,
udplnErrors, udpOutDatagrams)

'

Response ( udplnDatagrams.0 = 43258, udplnErrors.0 = 5021,
udplnErrors.0 = 5021, udpOutDatagrams.0 = 76320)
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Retrieving Unknown Tables (1/4)

The Get Next operation can be used to retrieve an

entire table
mib(1)
/\
at(3) ip(4) GetNextRequest (atlfIndex, atPhys, atNet)
atTable(1) ipForwarding(l) '
atentry(1) 2
P Response ( atlflndex.1 =1,
atlfindex atPhysAddr. atNetAddr. atPhys.1 = 00:00:39:20:04,

1 |00:00:39:20:04 | 194.2.6.10 atNet.1 = 194.2.6.10)

4 08:00:56:16:11 |194.22.67.45

5 00:00:b4:02:33| 194.7.53.11
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Retrieving Unknown Tables (2/4)

mib(1)
aﬁ\ip(@ GetNextRequest (atlflndex.1,

atPhys.1, atNet.1)
atTable(1) ipForwarding(l)

/MEM '
atlfindex atPhysAddr. atNetAddr. Response ( atlfIndex.4 = 4,
1 00:00:39:20:04 | 194.2.6.10 atPhys.4 = 08:00:56:16:11,
4  108:00:56:16:11|194.22.67.45 atNet.4 = 194.22.67.45)
5 00:00:b4:02:33| 194.7.53.11
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Retrieving Unknown Tables (3/4)

mib(1)

at(3)

Ip(4)

atTable(1) ipForwarding(l)

atentry(1)

2

/\

atlfindex atPhysAddr.

atNetAddr.

1

00:00:39:20:04

194.2.6.10

4

08:00:56:16:11

194.22.67.45

S

00:00:b4:02:33

194.7.53.11

GetNextRequest (atlfIndex.4,
atPhys.4, atNet.4)

'

Response ( atlfindex.5 =5,
atPhys.5 = 00:00:b4:02:33
atNet.5 =194.7.53.11)
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Retrieving Unknown Tables (4/4)

Origin
b() GetNextRequest (atlfIndex.5,
mi
7 atPhys.5, atNet.5)
at(3) ip|(4)
atTable(1) ipForwarding(l) '
atEntry(1) —2 Response ( atPhys.1 = 00:00:39:20:04,
T atNet.1 = 194.2.6.10,
atlfindex atPhysAddr. atNetAddr. ipForwarding_O = 2)

1 00:00:39:20:04 | 194.2.6.10

4 |08:00:56:16:11]194.22.67.45| The object namesin the response do

5 |00:00:b4:02:33] 194.7.53.11 | Not match thosein the request :

The manager learns that it has reached
the end of the at table
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Set Request Operation

The Set Request operation accesses only to
Instances of leaf objects

i SetRequest (atPhysAddress.4 = 00:00:77:b1:45)

t(3
al( ) '
atTa}bIe(l)
atEntry(1) Response (atPhysAddress.4 = 00:00:77:b1:45)

T

atifindex(1) atPhysAddr.(2) atNetAddr.(3)

1 00:00:39:20:04 | 194.2.6.10
4 00:00:77:b1:45(194.22.67.45
5 00:00:b4:02:33| 194.7.53.11
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Origin Set Request Limitations

RFC 1157 does not provide any specific guidance about
Set Request operations on tabular objects :

O updating tables
O row deletion
o performing an action within the agent

The SNMP agents are free to implement these points in
several ways
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Origin Row Adding (1/2)
mib(1) SetRequest ( atlfindex.9 =9,
| atPhys.9 = 08:00:9e:00:23,
alt(3) atNet.9 = 196.44.98.03)
tTable(1
a a} e(1) '
atEntry(1)

/‘\ The agent developer can chooseto :

atifindex(1) atPhysAddr.(2) atNetAddr.(3) rej ect the operation (noSuchName)

1 |00:00:39:20:04] 194.2.6.10 | « create anew row, if the assigned
4 | 08:00:56:16:11|194.22.67.45|  values are consistent

5 00:00:b4:02:33| 194.7.53.11 * reject the operation (badValue) if not
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mib(1)
|
alt(3)

atTa}bIe(l)
atentry(1)

Row Adding (2/2)

SetRequest (atlfIndex.9 = 9)

'

The agent developer can chooseto :
e Ccreate a new row by supplying
default values for the objects not listed

/‘\ * reject the operation (badValue)

atifindex(1) atPhysAddr.(2) atNetAddr.(3)

1 00:00:39:20:04 | 194.2.6.10
4 08:00:56:16:11 (194.22.67.45
5 00:00:b4:02:33| 194.7.53.11
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e | Atos @ Row Deletion

Origin
mib(1)
in(4) SetReguest (ipRouteType.194.2.6.10 = 2)
ipRouteTable(21) '
|
IpAddrEntry(1)

The agent developer can choose the
[T following convention :

pRouteDest ipRouteMetriclipRouteType

e ipRouteType=1: vaid row
194.2.6.10 4 1 | o
194.0 675 3 1 e ipRouteType =2 : invalid row
194.71.3.1 9 1 When receiving the request, it marks

thefirst row as null
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Origin Performing an Action

The agent developer can use a proprietary
object to represent an action

SetReguest (ReBoot.0=1)
|

ReBoot (1) ‘
0

The agent developer can choose to reboot
the system when recelving this request
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Set Request Error Status

Origin

Error Situations Error Status | Error Index
An object named in the Variable :
Binding field does not match any noSuchName |nd§>b<_ g:‘:tthe
object leaf in the MIB tree J
The size of the resulting Get
Response PDU exceeds the local tooBig _
limitation
A variable name and value are Index of the
Inconsistent (type, length, value...) SEUVEILE obj ect
Other reason genErr Index of the

obj ect
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Origin What are the Basic Encoding Rules ?

o Standardized by CCITT (X.209) and ISO (ISO 8825)

 Provides a set of rules to develop an unambiguous, bit-level
description of data :

. How data are represented during the

. communication transfer process of
SNMP PDUs ?
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The Basic Encoding Rules (BER)

Any ASN.1 value is encoded as an octet string :

O The encoding is based on the use of a Type-Length-
Value (TLV) structure

© This structure is recursive : the «V» portion may
consist of one or more TLV structures

DESS TIM 2006/2007



-‘ TS At() g T’O

ltonbytes 1ltonbytes 1ton bytes

Origin

Value Encoding

| dentifier

Length

Content

thelength of thevalueis

ltonbytes 1ltonbytes 1ton bytes

1 byte

<>

| dentifier

Length

Content

EOC

EOC = 00000000

known in advance

- thelength of thevalueis
not known in advance
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1 byte

.
>

A

Class| P/IC | Tag number

leading byte

<<
-

|dentifier Field

' tag > 30

2nd byte

3 -
> K

.
>

Class| PIC|1 1111

1|1 | XXX XXXX

Class:

00 = Universa

01 = Application

10 = Context specific
11 = Private

PIC:
0 = Primitive type
1 = Constructed type

1<=tag <=30

last byte

A

DI XXX XXXX

Tag number :
1 = Boolean type
2 = Integer type

> 30: X...X =tag number
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B\ Atos @ Length Field

Origin
. 1byte
short definitelength :
0 | Length (L) 1<= L <= 127
. 1 byte o K bytes
- long definitelength :
1 K Length (L) 128g<: | <= 2100%
1 byte

.
>

A

undefinite length : value
110000000 terminated by EOC
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Origin Simple Encoding Examples
TYPE VALUE ENCODING
INTEGER -129 02 02 FF 7F
OCTET STRING «John» 04 04 4A 6F 68 6E
SEQUENCE (3, 8) 30 06

(INTEGER, 02 01 03

INTEGER) 02 01 08
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Origin GET Request Encoding Example

GET 1.3.6.1.2.1.1.1.0 (sysDescr)

30 27 SEQUENCE (0x30) 39 bytes
02 01 00 INTEGER VERSION (0x2) 1 byte: O
04 06 70 75 62 6¢ 69 63 OCTET STRING COMMUNITY (0x4) 6 bytes : «public»
a0 la GET-REQUEST-PDU (0xa0) 26 bytes
02027300 INTEGER REQUEST-ID (0x2) 2 bytes: 29440
02 01 00 INTEGER ERROR-STATUS (0x2) 1 byte : noError
02 01 00 INTEGER ERROR-INDEX (0x2) 1 byte: O
30 0e SEQUENCE (0x30) 14 bytes
30 0c SEQUENCE (0x30) 12 bytes
06082b06010201010100 OBJECT ID (0x6) 8 bytes: 1.3.6.1.2.1.1.1.0
0500 NULL VALUE (0x5) O byte
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GET Response Encoding Example

GET RESPONSE 1.3.6.1.2.1.1.1.0 (sysDescr = «alphaB...»)

308184 SEQUENCE (0x30) 132 bytes
02 01 00 INTEGER VERSION (0x2) 1 byte: O
0406 7075626c6963 OCTET STRING COMMUNITY (0x4) 6 bytes : «public»
a277 GET-RESPONSE-PDU (0xa2) 119 bytes
02027300 INTEGER REQUEST-ID (0x2) 2 bytes : 29440
02 01 00 INTEGER ERROR-STATUS (0x2) 1 byte : noError
02 01 00 INTEGER ERROR-INDEX (0x2) 1 byte: O
30 6b SEQUENCE (0x30) 107 bytes
30 69 SEQUENCE (0x30) 105 bytes

06082b 060102010101 00 OBJECT ID (0x6) 8 bytes: 1.3.6.1.2.1.1.1.0
04 5d 61 6¢ 70 68 61 42 ... OCTET STRING (0x4) 93 bytes : «alphaB...»
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SNMP Security Mechanisms

The basic SNMP standard provides only trivial
security mechanisms, based on:

O Authentication Mechanism

O Access mode Mechanism
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A(%)fl fi‘in Authentication Mechanism
)
O Goal of the Authentication Service : assure the

destination that the SNMP message comes from the
source from which it claims to be

O Based on community name, included in every SNMP
message from a management station to an agent

O This name functions as a password : the message is
assumed to be authentic if the sender knows the
password

O No encryption/decryption of the community name
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Origin Access Mode Mechanism

O Based on community profiles

O A community profile consists of the combinaison of :
O a defined subset of MIB objects (MIB view)

O an access mode for those objects (READ-ONLY
or READ-WRITE)

O A community profile is associated to each community
defined by an agent
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community profile =
«public» : READ-ONLY

Access Mode Example

enterprises

atos

«atos com» : READ-WRITE

community profile =
«public» : READ-ONLY
«atos com» : READ-ONLY
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SNMP V1 : Standard MIBs
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Origin

Outline
&~ O General MIB Structure

O MIB-I and MIB-Il Presentation
o Qverview

o MIB-Il Groups

O The Private MIBs
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Origin SNMP MIB Features

O Describes standardised objects

O Flexible enough to accompany technology
changes

O Flexible enough to adapt to specific product
offerings
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Agﬁ;ﬁ Standardised MIBs
The International Architective Board
(IAB) organization and other cooperating
organisms have standardised several

MIBs
O MIB-II O Token Ring
O FrameReay O Token Bus
O FDDI O Ethernet
O AppleTalk O ATM

O OSl CMIP o ..
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. Origin Overall MIB Structure

/rlOOt\
ccitt(0) /is@ joint-iso-ccitt(2)< Standard Bodies
org(3) < Other organisations
NN' U.S Department of Defense
internet(1) < Internet Activities Board

lirectory(1) mgmt(2) experimental(3) private(4) | directory : OSI directory (X.500)
mgmt : objectsdefined by |1AB

| experimental : Internet experiments
private: vendorsand private MIBs

mib-2(1) enterprises(1)
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O General MIB Structure

&= O MIB-I and MIB-Il Presentation
&= © Qverview
o MIB-Il Groups

O The Private MIBs
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Origin MIB-I and MIB-Il Overview

O MIB-l is defined in RFC 1156 :
O 114 objects defined within 8 groups

O MiIB-Il is defined in RFC 1213 :
O superset of MIB-I (2nd version)
O 171 objects defined within 10 groups

O MIB-II is the most important MIB specification, covering a
broad range of managed objects
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| Atos @ MIB-I/MIB-II Objects

Origin

groups MIB-I MIB-II
system 3 7
interfaces 22 23
at 3 3
Ip 33 38
icmp 26 26
tcp 17 19
udp 4 7
egp 6 18
transmission X 0
snmp X 30

MIB-II defines two new groups: transmission and snmp
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O General MIB Structure

&= O MIB-I and MIB-Il Presentation
o Qverview

& © MIB-Il Groups

O The Private MIBs
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mib-2 (mgmt 1)

system (1)

interfaces (2)

at (3)

ip (4)

icmp (5)

tcp (6)

udp (7)

egp (8)
transmission (10)

snmp (11)

MIB-II Groups

General infor mation about the managed system

Generic infor mation about the physical interfaces
Addresstrangdation table (network addr. to physical addr.)
| nfor mation about the I P implementation of the system

| nfor mation about the ICM P implementation of the system

| nfor mation about the TCP implementation of the system

| nfor mation about the UDP implementation of the system

| nfor mation about the EGP implementation of the system
| nfor mation about the transmission medium of each interface

| nfor mation about the SNM P implementation of the system
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system (mib-2 1)

sysDescr (1)

sysODbjectID (2)

sysUpTime (3)

sysContact (4)

sysName (5)

sysL ocation (6)

sysServices (7)

The System Group

Description of the managed system (hardware, O.S,, ...)
Vendor’sauthoritative identification of the managed system
Time since the managed system was last reinitialised

| dentification of the person responsible for this system
Administratively assigned name for the managed system
Physical location of the managed system

Set of servicesthat the managed system offers
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The Interfaces Group

nterfaces (mib-2 2)

ITNumber (1) Total number of network interfaces of the system

ifTable (2) | nter face table (one row per interface)

- IfEntry (1) Interface entry
Ifindex (1) — Unique valuefor each interface (betw. 1 and ifNumber)
ifDescr (2) | nfor mation about the interface (name,vendor ,version, ...)
ifType (3) Type of the interface (Ethernet, Tokenring,Framerelay,...)
ifSpeed (5) Estimate of theinterface’ s current data rate capacity
IfPhysAddres (6) | nterface’ s address
IfInOctets (10) Total number of octetsreceived on the interface
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A%)g;;% The Address Translation Group

at (mib-2 3)
L atTable (1) Addresstrangdation table (onerow per physical interface)
L ateEntry (1) Addresstrandation entry
—1 atiflndex (1) < ifIndex value of the current interface

—| atPhysAddres(2) M edia-dependent physical address (ex. : MAC, X.121)

L atNetAddress(3) [ Network address corresponding to the physical address
(e.q., P, X25)
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Origin The IP Group
p (mib-2 4)
—1 IpForwarding (1) The system isacting as gateway (1) or not (2)
—| IpInReceives (3) Total number of | P datagramsreceived from interfaces
—| IpPOutRequests (10) Total number of | P datagramsthat | P users supplied to
| P layer
— ipAddr Table (20 Table of the | P addresses assigned to each physical
P (20) Interface (described in theifTable)
— ipRouteTable (21) | P routing table (for each route: destination I P address o
theroute, physical interface of the next node, ...)
— ipNetToM ediaT able(22) Addresstrandation table that provides correspondence

between physical and | P addresses
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Origin The ICMP Group

ICMP (Internet Control Message Protocol) provides
feedback about communication problems

cmp (mib-2 5)
icmplnM sgs (1) Total number of |CM P messagesreceived by the system
icmpIinErrors(2) Total number of |CM P messagesreceived with error
icmpOutM sgs (14) Total number of |CM P messagesthat the system
attempted to send
icmpOUtErrors (15) Total number of ICMP messages that the system did not
send dueto problems discoved within ICM P
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.cp (mib-2 6)

tcpCurrEstab (9)

tcplnSegs (10)

tcpConnTable(13)
L

tcpConnEntry (1)

tcpConnState (1)

tcpConnL ocalAdd (2)

tcpConnL ocalPort (3)

tcpConnRemAdd (4)

tcpConnRemPort (5)

The TCP Group

Number of currently established TCP connections
Total number of segmentsreceived

TCP connection table (onerow per TCP connection)

Connection entry

TCP connection state : closed, listen, established, ...
L ocal 1P address of the connection

Local TCP port of the connection

Remote | P address of the connection

Remote TCP port of the connection
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Origin The UDP Group
1dp (mib-27)

udplnDatagrams (1) Total number of UDP datagrams delivered to UDP user

doNOPor s (2 Total number of UDP datagramsfor which there was nc
udpNoPorts (2) application at the destination port
udplnErrors(3) Total number of datagramsreceived with errors
udpOutDatagrams(4) Total number of UDP datagrams sent from the system
udpTable (5) UDP usersinformation table
L udpEntry (1) UDP usersinformation entry

|: udpLocalAddress (1) [< Local IP addressfor thisUDP user

udpL ocalPort (2) < Local port number for thisUDP user
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EGP (External Gateway Protocol)

0p (mib-2 8) isaroute discovery protocol
| egplnM sgs (1) Number of EGP messagesreceived without error
—1 egplnErrors(2) Number of EGP messagesreceived with errors
—| egpOutM sgs (3) Total number of locally generated EGP messages
— egpOUutErrors (4) Total number of locally generated EGP messages not
sent dueto resour ce limitations
—| egpNeighTable (5) | nfor mation neighbor gateways known by the system
- L egpNeighEntry (1) Neighbor gateway infor mation entry

—| egpNeighAddr (2) |<— [P addressof the neighbor gateway

—| egpNeighlntervalHello(12) | Interval between Hello message retransmissions
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Origin The Transmission Group

O The Interface group contains generic information that
applies to all interfaces

O The Transmission group contains information that
relates to a specific type of communication
medium

O Example : the Ethernet Interface MIB
O coaxial cable bus
O optical fiber
O twisted pair

DESS TIM 2006/2007



A%)g;;i’n The Ethernet Interface MIB

Jot3 (transmission 7)

Statisticson thetrafic for each physical interface: number of

dot3StatsTable (2) collisions, number of MAC transmit errors, number of frames
B exceeding maximum size, ...

dot3CollTable (5) Histogram of collision activity, showing the number of frames
|_ that have experienced a given number of collisions

doi3T 5 Testing actions at the agent : when a manager accesses them,
(|)_t ests (6) the corresponding test is performed (example : loopback test)

dot3Errors(7) Error information that occured during atest (example:

expected data not received correctly in loopback test)
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snmp (mib 11)

snmplnPkts (1)

snmpOutPkts (2)

snmplnBadComName(4)

snmplnTooBigs (8)

shnmplnGetReq (15)

snmplnSetReq (17)

snmpOutTooBigs (20)

snmpOutGetReq (25)

snmpOutSetReq (27)

The SNMP Group

Nb of PDU delivered to the SNM P entity from transport
Nb of PDU passed from the SNM P entity to transport

Nb of PDU delivered to SNM P with unknown comm. name
Nb of PDU delivered with tooBig error-statusfield

Nb of Get-request PDU processed by the SNM P entity

Nb of Set-request PDU processed by the SNM P entity

Nb of PDU generated with tooBig error-status field

Nb of Get-request PDU generated by the SNM P entity
Nb of Set-request PDU generated by the SNM P entity

snmpEnableAuthenTraps(30) | Authentication-failure trapsenabled or disabled (RW]
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Outline
O General MIB Structure
O MIB-I and MIB-Il Presentation

o Qverview
o MIB-Il Groups

&= O The Private MIBs
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Origin Private MIBs Location

One advantage of SNMP : The SNMP MIB has been
designed to provide flexibility for adding new objects

The private.enterprises subtree is used by :

O vendors who might to enhance the management of
their devices and make them visible to a
management station

O other users who might to experiment proprietary MIB
objects
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Origin Private MIBs Development

(O The vendor generate the formal description of its MIB extension

() Herequests anode under the enterprises subtree from the
Internet Assigned Numbers Authority, in order to get an
unambiguous identification :

myPrivateMib OBJECT IDENTIFIER ::={ enterprises 75 }
o He provides this private MIB to clients, in addition to its product

() This private MIB must be loaded in the management station
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SNMP V1
Administration ++

DESS TIM 2006/2007



A%)g;;% SNMP Basic Architecture

. SNMP is designed to run on the top of the
User Datagram Protocol

@ Manager process Agent process 4@
SNMP SNMP

Central M1B UDP UDP Agent MIB
IP IP
Physical protocol Physical protocol

| nternetwork
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* 1 Origin (1/5)

How do we Model the Management Information ?

Network Management World «Real» World

- g

- =

M anager Agent
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Atos Y@ Resources, Managed Objects, MIB
Origin (2/5)

How do we Model the Management Information ?

Network Management World «Real» World

-

M anager Agent

=N

| Resources
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Atos Y@ Resources, Managed Objects, MIB
Origin (3/5)

How do we Model the Management Information ?

Network Management World ) «Real» World
M anager Agent
Set of L
Objects —|_ L
| nstances 4 '
®) | Resources
o ©O
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Atos Y@ Resources, Managed Objects, MIB
Origin (4/5)

How do we Model the Management Information ?

Network Management World «Real» World

-

M anager Agent

\OperatlonS Set of | |
Objects —|_ L
| nstances ‘|_ '
O _| Resources
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Atos Y@ Resources, Managed Objects, MIB
" Origin (5/5)

How do we Model the Management Information ?

Network Management World «Real» World

-

M anager Agent

/ = .
o \\\operatlons - .
! ® l Objects —|_ L
‘ @ 5 . | nstances ] '
| Image | O || Resources
\of the

/
\I\QLB_’//

DESS TIM 2006/2007



| Atos @

Origin Connectionless Protocol

O Because it uses UDP, SNMP is a connectionless protocol

O No guarantee that the management traffic is received at the
other entity

O Advantages:
o reduced overhead
O protocol simplicity

O Drawbacks :

© connection-oriented operations must be built into upper-
layer applications, if reliability and accountability are

~ A ol S
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Origin SNMP Operations

© SNMP provides three simple operations :
- GET :

Enables the management station to retrieve object values from a
managed station

- SET :

Enables the management station to set object values in a managed
station

- TRAP :

Enables a managed station to notify the management station of
significant events

O SNMP allows multiple accesses with a single operation

O Adding and deleting object instances (e.qg. in tables) is not
normalized by RFC : it is an agent-specific implementation
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O Get Request :

Used to obtain object values from an agent

O Get-Next Request :

Similar to the Get Request, except it permits the retrieving of
the next object instance (in lexicographical order) in the MIB
tree

O Set Request :

Used to change object values at an agent

O Response:

Responds to the Get Request, Get-Next Request and Set
Request PDUs

O Trap :

Enables an agent to report an event to the management station
(no response frorm the meanzger entity)

SNMP Protocol Data Units
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SNMP PDUs Direction

Origin
Get Request "
Get-Next Request |
Set Request "
Manager ,
( Response
Trap

A

Agent
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Origin SNMP Port Numbers (1/2)

By convention, the UDP port numbers used for SNMP are :
161 (Requests) and 162 (Traps)

Manager behaviour :
O listens for agent traps on local port 162
O sends requests to port 161 of remote agent

Agent behaviour :
O listens for manager requests on local port 161
O sends traps to port 162 of remote manager
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Ori;;ign SNMP Port Numbers (2/2)

Get Reguest 161
Request
sending port _ Get Response Response
Manager sending port | Agent
162 ) Trap Trap sending
port
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SNMP Overall Message Format

All SNMP PDUs are built in the same way

Version

Community

SNMP V1 PDU

SNM P version

A

\

(SNMP V1isversion 0)

Community name

A

PDU-type dependant
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; Origin Get Request Operation

The Get Request operation accesses only to instances of leaf objects

mib2(1.3.6.1.2.1)
|

interfaces(2) GetRequest (ifPhysAddress.2)
IfTable(2) ‘
ifEntry(1) Response (ifPhysAddress.2 =

T 08:00:56:16:11)

ifindex(1) ifPhysAddress(6) ifAdminStatus(7)

1 00:00:39:20:04 1 (up)

2 08:00:56:16:11 3 (testing)

8 00:00:b4:02:33 2 (down)

DESS TIM 2006/2007



| Atos @

Origin Get Request in Tabular Objects

The Get Request operation only allowstheretrieval of leaf objects

Consequence: it isnot possibleto retrieve
- an entire row of atable (by referencing the entry object)
- an entire table (by referencing the table object)

Solution : retrieve an entirerow by including each object instance of
thetablein the Variable Binding field
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Origin GetNext Reguest Operation

The Get Next Request has three advantages,
compaired to Get :

O Allows the retrieving of unknown objects

O More efficient way to retrieve a set of object values when
some are not implemented by the agent

O Allows the retrieving of an entire table, without knowing its
content

DESS TIM 2006/2007



AtOS_ "1
Origin

Retrieving Unknown Objects

No requirement that the supplied identifier
represents an object instance

mib2(1.?|>.6.1.2.l) The Get Next operation can be used to discover
_ the MIB structure
Interfaces(2)
GetNextReguest (interfaces)
ifTable(2)
IfEntry(1) '
— T Response (ifIndex.1 = 1)
ifindex(1) ifPhysAddress(6) ifAdminStatus(7)
1 | 00:00:39:20:04 1 (up) The manager |learns that the first
> | 08:00:56:16:11 | 3 (testing) supported object in the interfaces

8 | 00:00:b4:02:33 2 (down) sub-tree is iflndex
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Multi Agent on same Host

Origin
Port 161/ SNMP
Agent
SNMP Port 722~ SNMP
M anager

SNMP
UDP/IP
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{ Atos @ SMUX Architecture Overview

Origin Snmp MUItipleX
(Master / Sub)
SMUX SMUX
TCP/IP Peer 1
SNMP [/ SNMP - [ SMUX
Manager / ) Agent Peer 2
SNMP
UDP/IP ; Port199

/
/
I

Master Sub~ -
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Origin Elements of Protocol

- Protocol elements derived from SNMP
- Get Request
- Get Next Request
- Set Request
- Get Response
- Trap

- Additional Protocol elements
- Open
- Close
- Set Request
- Register Request
- Register Response
- Commit and Rollback
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Protocol Overview

Origin
SMUX Peer T
Open —
Register Req 1= -
Register Rsp (+)
Regular Session _
> -] Get/Set exchanges

Close [~
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v A(tg)rsivg% Set Operation (1/3)

Phase 1

SMUX Set (var2
Master ( ) > SMUX
Agent Peer 2

Set (varl, var2, var3, var4) Set (var3)

0
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Ag)rsigl Set Operation (2/3)

GetSetResponse(+)

SMUX

Master i
Agent %
Phase 2
SMUX
Master - - i

Agent

GetSetResponse(+)
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Ag)rsigﬁ Set Operation (3/3)

Commit

GetSetResponse (+) SMUX
> < Master

\_Agent_/
Commit %

Phase 3

Rollback

GetSetResponse (-) SMUX

\_Agent_/
Rollback %
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Computer CO

SNMP Dispatcher

IP:100.1.2.0

get Obid N

M anager

MIB Manager =
MIB agent 1 +
MIB agent 2 +
MIB agent 3

Obld 2 bid 3

WAWA

Obid N

SNMP
Dispatcher
IP:100.1.2.0
Port #: 161

Master Agelwt Conf File

AgentsLis
IP Address
Port Number
MIB Sub Tree:

Agent 1: Obid 1
Agent 2: Obid 2
Agent 3: Obid 3

/ .
Ohid 1
SNMP Agent 1
IP:100.1.2.1
Port #: P1
Computer C1 \
IP:100.1.2.1 \_ )
+ Obid N 4 oid
.................. SNMP Agent 2
IP:100.1.2.2
Port #: P2 \
Computer C2 _
IP:100.1.2.2 Obid N Y,
Ohid 3
SNMP Agent 3
IP:100.1.2.3
Port #: P3
Computer C3 \
IP:100.1.2.3
-
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Agﬁé’g] New SNMP Architecture (1/3)

CORBA

CORBA /SMNP
M anager

Gateway
CORBA Bus SNMP SNM P
UDP/IP Agent
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Web Console WEB /SMNP

Gateway
HTTP SNM P SNMP
HTML UDP/IP Agent
JAVA
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Origin MEDIATION DEVICE
I
SNMP
— > Y Agent a
MIB abc
MIB a

SNMP

SNM P Agentb SMIB b

M anager

— > SNMP
MIB abc — Agent ¢ /™ MIB ¢
MIB c
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Origin

SNMP

SNMP

New SNMP Architecture (3/3)
MEDIATION DEVICE

o

SNMP

SNMP

o
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g | AtOs @ Systems and Technologies
'" Origin Master / Sub

LINUX e SMUX / AgentX ( Package UCD-SNMP )
COMPAQ* e eSNMP
SUN SOLARIS e SNMP Dispatcher / Solstice

HP* e No Master / Sub Capabilities
Win NT/2000 e Specific Master Agent ( Sub-Agent based
on DLL)

* Just before fusion J
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